ObpaboTKa
POpM



GET / POST ¢popmbl

GET - meTOA Ana nonyyeHms AaHHbIX. GET 3anpockl MOTyT ObITh
3aKewnpoBaHHbI NPOMeXYToUHbIMIK cepBepamMun. GET gosxeH

NPUMEHSATLCSA TOIbKO B MOMCKOBbIX pOpMax.

POST - meToZ And n3meHeHusa gaHHbIX. POST 3anpockl HUKOrga He
KeLUMpPYHTCA NPoOMeXyTOUHbIMIK cepBepamit. POST agoxeH

NPUMeHATLCS B OopMax, NSMEHSIILUX AaHHbIe Ha cepBepe.
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Best practice

Bcerpaa npoBepATb NOJb30BaTe/IbCKMe AaHHble
Ana popm, NU3MEHALLMX AaHHble NCNoNb30BaTb MeTos POST
He 3acTaBnaTb BBOAUTL AaHHbIE MOBTOPHO

CoobLaTtb 06 ownbKax AeTanbHO - MO NOAAM

CoobuwiaTtb 06 ycnelwHOM CoXpaHeHu GOpPMbl

[pu yCreLwHoM COXpaHeHUN AenaTb NepeHanpaBieHe



HTTP Redirect



[ lepeHanpasneHna B HI TP

Web-knueHTt Web-cepBep

POST /some_url
HTTP 302 r
Location: fmew_url l

=



[ lepeHanpasneHna B HI TP

392 Found - BpeMeHHOe nepeHanpaBieHne

391 Moved Permanently - NnOCTOAHHOE MepeHanpaBneHune
(kewnpyeTtca B bpaysepe)

Location: url - URL gna noBTopHOro 3anpoca. MoxeT 6bITb Kak

abCONOTHBLIM, TAaK M OTHOCUTE/IbHBIM.



[lepeHanpaBieHna B Django

from django.http import HttpResponseRedirect

def some_view(request):

return HttpResponseRedirect (' /new_url/ ")

def dangerous_view(request):
url = request.GET.get (' continue’)

return HttpResponseRedirect (url)



Django forms



OnwncaHve ¢popm

from django import forms

class FeedbackForm(forms.Form) :
email = forms.EmailField(max_length=192)
message = forms.CharField(widget=forms.Textarea)

def clean(self):
if is_spam(self.clean_data):
raise forms.ValidationError (
u’'CoobweHme noxoxe Ha cnham’,
code="spam’



class AddPostForm(forms.Form) :
title = forms.CharField(max_length=120)
message = forms.CharField(widget=forms.Textarea)

def clean_message(self):

def

message = self.cleaned_datal 'message’]
if not is_ethic(message):
raise forms.ValidationError (
u’ CoobweHmne He KoppekTHO ', code=12)
return message + \
“"\nThank you for your attention.”

save(self):
post = Post(xxself.cleaned_data)
post .save()
return post



Tunel noneu

BooleanField - ¢pnaxok

CharField - TekKCTOBOE NoJsie BBOAA

EmailField - TekctoBoe nose, Email
PaswordField - TekcToBOe€ Moje, Naposb
ChoiceField - BbI6GOp V3 HECKOJIbKVX BAPNAHTOB
DateField - BblbOp AaThl

DateTimeField - BbI6Op AaTbl VI BpeMEHM

FileField - 3arpyska ¢annos



Banvaaumna aaHHbIX

[1o TNy nong, HanprmMep EmailField
clean_xxx - 0OnN. NpoBepKa Mosd XXX, MOXeT U3SMEeHUTb 3HaueHne

clean - gon. npoBepka Bcex rnonem ¢popmel

MeToabl clean U clean_XxXxX AO/KHbI MCMO/b30BaTh
self .cleaned_data anga nonydyeHus JaHHbIX POPMbI U MOAHATH

ValidationError B c/iy4yae HEKOPPEKTHbIX AaHHbIX.



IcCMmoNb30BaHMe BO View

def post_add(request):
if request .method == "POST":
form = AddPostForm(request.POST)
if form.is_validQ):
post = form.save(Q)
url = post.get_urlQ
return HttpResponseRedirect (url)
else:
form = AddPostForm()
return render (request, ’'blog/post_add.html’
"form’: form

})



IcCMoNb30BaHMe B LLaba0HaX

{{ form.as_ul }}
{{ form.as_p }}

{{ form.as_table }}



{% for e in form.non_field_errors %}
<div class="alert alert-danger”>{{ e }}</div>
{% endif %}
<form class="form-horizontal” method="post” action="/blog/add/">
<fieldset>
{% for field in form %}
<div class="control-group
{% if field.errors %}has-error{% endif %}">
<label class="control-label”>{{ field.label }}</label>
<div class="controls”>{{ field }}</div>
</div>
{% endfor %}
</fieldset>
<div class="form-actions”>
<button type="submit” class="btn btn-primary”>
CoxpaHnTb</button>
</div>
</form>



Model forms

from django.forms import ModelForm

class ArticleForm(ModelForm) :

class Meta:
model = Post
fields = ['title’, ’'content’,
‘category’, ‘tags’]

MeTog save yXe onpegeneH 1 coxpaHdaeT moaesb Meta.model



be30MacCHOCTb



[ lpOBepKa Nob30BaTeNd

class AddPostForm(forms.Form) :

def

def

def

__init__(self, user, xxkwargs):
self._user = user
super (AddPostForm, self).__init__(sxxkwargs)
clean(self):
if self._user.is_banned:

raise ValidationError(u’'flocTyn ozpaHuyeH )
save(self):
self .cleaned_datal "author’] = self._user
return Post.object.create(x*self.cleaned_data)



[lpoBepka Nnonb3oBaTend (2)

from django.contrib.auth.decorators \
import login_required

@login_required
def post_add(request):
form = AddPostForm(request.user, request.P0OST)
if form.is_validQ:
post = form.save(Q)



Cross Site Resource Forgery

YA3BUMbIN CaUT

GET /blog/add/
Cookie: sessid=...

<img src="...">

Baw cauTt POST /blog/add/

Cookie: sessid=...

def post_add
<form action="..."> post_add()




MeToabl 6opbobl ¢ CSRF

[lpoBepka meToga @require_POST

[lpoBepka 3arosioBka Referer

[lpoBepka CSRF-TokeHOB

<form method="POST” action="/blog/add”>

{% csrf_token %}
</form>



